 CHEVENING PARISH COUNCIL

        INFORMATION TECHNOLOGY POLICY

1. Introduction
This policy sets out the rules for the acceptable use of the internet and email. Any breach of the policy may result in disciplinary action (up to and including dismissal) being taken.

The purpose of this policy is to ensure that all employees and councillors using Chevening Parish Council’s information technology (IT) have a clear understanding of what is and is not permitted.

This will ensure the appropriate use of the Council’s equipment, safeguard the security of its IT systems and data and assist compliance with any relevant legislation.

If you are aware of any abuses of this policy, they should be reported to the Clerk or the Chairman. If you are uncertain about any aspects of this policy and how it applies to you, please discuss with the Clerk.

2. Definitions
Users – Councillors, employees and third parties acting on behalf of the Council.

Data – digitally stored information including (but not limited to) documents, copyrighted/copyrightable text, images, personal information, accounting information.

IT hardware/software – includes, but is not limited to computers, internet access, remote access connections, email servers, file storage, webmail, smart phones, telephones, website, mobile phones etc.

3. Scope
This policy covers the use of IT, both hardware and software, for all councillors, employees and third parties acting on behalf of the Council (Users).

4. IT Provision
The device, software, data access and services provided, remain the property of the Council. At the end of any period of holding office, employment with or work for the Council, all equipment must be returned to the Clerk, Chair, or Vice-Chair, in full working condition.

If equipment has been lost or damaged, or not returned within 14 days of leaving office, a charge may be made for its replacement or repair.

Users must comply with all relevant policies, procedures and UK legislation with respect to the use of IT hardware.
All IT provision should:

	demonstrate value for use of Council money;
	provide value for Council or Clerk use, whilst enabling efficient working and not contributing to secondary waste;
	include consideration of cost vs time spent carrying out tasks which could be offset by the use of technology;
	maintain privacy of councillors, Council employees, subcontractors and parishioners; 
	adhere to other policies as much as is possible.

A review of the Council’s IT requirement should be conducted at least every four years, when council elections take place and new councillors take office, or within three months of new members of staff starting with the Council.
Hardware provided should only be used for Council business and not personal use.

5. Data Management and Security
Regular data backups should be performed to prevent data loss and secure data destruction methods should be used when necessary.

6. Privacy and Data Protection Users must:

	not leave their user accounts logged in on an unattended and unlocked device; 
	use suitably secure methods for storing and accessing data and services;
	not perform any unauthorised changes to the IT system or information. Changes must only be made with agreement from the Chairman and at least one other councillor, or full Council where applicable;
	not attempt to access or use data or software that they are not authorised to use or access;
	not give or transfer Council data or software to any person or organisation outside the Council without the appropriate authority and reason to do so;
	adhere to the Data Protection Policy and Document Retention Policy;
	comply with all relevant policies, procedures and UK legislation with respect to the use of IT software. If unsure about this then users should check with the Clerk or Chairman.
Where users use their own hardware to access Council systems or data, they are responsible for ensuring the security of systems and data as per this policy, the Data Protection Policy and the Document Retention Policy.
An email address will be provided to all councillors and Council employees and should be the only address used for official or unofficial Council correspondence.

	Personal use is not permitted for any Council provided communication services, software 	applications (downloaded or software as a service) or data, unless such data is already in the 	public domain.
	Any correspondence undertaken on behalf of the Council on Council provided or personal devices 	or services, where retained in line with the Retention Policy, should be provided upon request to 	the Clerk or Chairman, particularly, but not limited to the case of a Freedom of Information 	request.
	Personal use of email is not permitted during working hours. No personal emails or information 	should be stored on the Parish Council’s computers.
	Do not forward chain letters, jokes or other multiple mailings that are not business related.
	Email messages cannot be guaranteed to be private and secure: do not send confidential, sensitive 	or personal data via email unless approved by Parish Council.
	Remember that any messages you send could potentially be forwarded to others by the recipient.
	No message should be sent, either internally or externally, which contains illegal, offensive, 	obscene, racist or abusive material (for example, pornography) or libellous, defamatory or 	discriminatory material, or material which may bring the Parish Council into disrepute. You are 	responsible for emails you send. Emails could be used as evidence in a tribunal or other court 	proceedings.


7. Email 

· Respect the rights of others when sending emails. Email should not be used to harass or discriminate against others. If you receive such an email bring it to the attention of the Clerk or the Chairman.
· Use the same level of professional language, spelling and grammar for emails that you would use for letters and other business correspondence.
· Ensure that email messages sent to individuals or service addresses are properly dealt with if someone is on leave or off sick.
· Be aware that agreements made by email may have the same status as letters or formal contracts. Seek permission from the Clerk before making any agreement by email.
· If emails are received from unknown sources and they contain attachments, they should not be opened as they may contain viruses.

Permission must be obtained from the Clerk or Chairman before subscribing to news groups and mailing lists for essential business purposes.
Ensure that you delete messages that are no longer needed.
The Parish Council reserves the right to view all emails stored on Parish Council equipment.
The Parish Council also reserves the right to investigate all emails in connection with disciplinary or audit investigations, including where there is suspicion that the email system is being misused.

8. Internet Use

	The internet may not be used for personal purposes without the prior permission of the Clerk or 	Chairman

	Sites should not be accessed if they are likely to contain illegal or offensive material, for example, pornography, or material that may be considered obscene or abusive.
	The Parish Council Internet service must not be used to access ‘chat rooms.’ Access to social networking sites such as Facebook or twitter for personal purposes is not allowed. Access to such sites for business purposes must be specifically authorised by the Clerk or Chairman.
	Material may only be downloaded if this is necessary for business purposes. Downloading for personal purposes, including screensavers, is not permitted, and it should never be necessary to download music or video files. No downloaded file should be retained on the Parish Council’s computers longer than is necessary. Do not use material from the internet that is restricted by copyright or licensing laws.
	Goods should not be purchased via the internet unless you are authorised by the Clerk. 	Do not access sites that are deemed undesirable; for example, pornographic, racist or
extreme violence sites. It is the personal duty of employees not to access illegal or offensive sites.
	Individual use of the Internet will be investigated where specific concerns have been raised. Examples of triggers for such investigation would be councillors / management concerns, whistleblowing issues, as part of a disciplinary investigation, or where there has been evidence of systematic misuse. Monitoring may include the examination of records of sites accessed. The Parish Council reserves the right to block access to sites.
	Any attempts to alter Internet records or to disguise user identity could be treated as misconduct.
	The Parish Council does not have a Television Licence and therefore no broadcasting sites may be accessed, this includes but is not limited to; All 4, Sky Go, Virgin Media, Now TV, BT TV, Apple TV, YouTube, Amazon Instant Video, ITV Hub and Netflix.
	Full co-operation will be given if law enforcement or regulatory agencies request information about email or internet use by an employee if the Parish Council is satisfied that the request is for an appropriate purpose and that disclosure is legal.


9. Application of the Policy
Not adhering to the terms set out in this policy may result in disciplinary proceedings.
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